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1
Decision/action requested

Approve the pCR to TR 33.875 [1]
2
References

[1]
3GPP TR 33.875, Study on enhanced security aspects of the 5G Service Based Architecture (SBA) 

[2]
3GPP TS 33.501, Security architecture and procedures for 5G system

3
Rationale

There are several procedures for access token requests in TS 33.501 [2] clause 13.4.1, each for different scenarios such as direct or indirect communication. The description of how the NRF authorizes the access token request are more or less detailed. The most detailed description is in clause 13.4.1.1.2, Access token request for accessing services of NF Service Producers of a specific NF type: "The NRF may verify that the input parameters (e.g., NF type) in the access token request match with the corresponding ones in the public key certificate of the NF Service Consumer or those in the NF profile of the NF Service Consumer. The NRF checks whether the NF Service Consumer is authorized to access the requested service(s)." Other procedures either refer to clause 13.4.1.1.2 or contain even less detailed descriptions. 

There are several issues with how authorization of access token requests is described in TS 33.501 [2].
4
Detailed proposal

Approve the following changes to TR 33.875 [1].

*** First Change ***
5.X

Key issue #X: NRF validation of NFc for access token requests

5.X.1
Key issue details

5.X.1.0
General

There are several procedures for access token requests in TS 33.501 [2] clause 13.4.1, each for different scenarios such as direct or indirect communication. The description of how the NRF authorizes the access token request are more or less detailed. The most detailed description is in clause 13.4.1.1.2, Access token request for accessing services of NF Service Producers of a specific NF type: "The NRF may verify that the input parameters (e.g., NF type) in the access token request match with the corresponding ones in the public key certificate of the NF Service Consumer or those in the NF profile of the NF Service Consumer. The NRF checks whether the NF Service Consumer is authorized to access the requested service(s)." Other procedures either refer to clause 13.4.1.1.2 or contain even less detailed descriptions. 

There are several issues with how authorization of access token requests is described in TS 33.501 [2].
5.X.1.1
Problem 1a

Not all NF Service Consumers register an NF profile at the NRF. This results in no NF profile is available. Furthermore, the NF profile is provided by the NF itself, which makes it a less reliable source for deciding whether the NF is authorized.

5.X.1.2
Problem 1b

It is not a mandatory requirement that all IEs defined in the SBA TLS certificate has been filled in with information presented in the TLS certificate. For example, NF Type is only "should". Other kind of information, like slice information, is not contained in the TLS certificate profile at all. So, there may be situations when certificates are available, but information may not be sufficient for NFc validation in NRF. It is not specified how the NRF shall validate the NFc request in all situations. 

5.X.1.3
Questions from Problems 1a and 1b:

The study needs to elaborate on the following questions:

1.
What IEs are required to validate as a minimum? 

2.
What information shall be used in NRF to validate the NFc?

3.
How is this information provisioned in NRF?

5.X.1.4
Problem 2

It is also possible that the NFc TLS certificate is available together with the NF profile registered in the NRF. In this case it is unclear what precedence the NRF shall use when performing the NFc validation. The information in the profile is provided by the NFc itself, but the information in the certificate is provided outside of the NFc, i.e., the CA.

The study needs to elaborate on the following questions:

1. What information shall have precedence when NFc certificate is available as well as the NF profile?

2. What information shall be cross-checked between the certificate and the profile?

5.X.2
Security threats

The security level may be NRF vendor specific if not specified.

If there is no standardized agreement of the solution to the Key Issue the interoperability between different vendors of NFc and NRF may result in being too allowing from a security perspectiv

5.X.3
Potential security requirements

NA. This KI does not add any new security requirements but is focused on to develop solutions to the problems stated above.
*** End of Change ***
